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Background 
Despite the popularity of email and the Internet, there are still more than 100 billion fax 
pages transmitted around the globe on a yearly basis, according to fax industry analysts 
Davidson Consulting. 
 
Fax continues to be an important technology for business communications with an 
estimated 112 million fax machines in use in the world today with more than 6 million 
new units sold each year. Every day, organisations around the world send and receive 
thousands of invoices, purchase orders, legal documents, financial summaries, 
confidential records and mission-critical business documents by fax. 
 
As VoIP becomes more prevalent as a replacement for traditional PSTN connections, how 
to handle fax traffic becomes more and more of an issue. If you are thinking that you can 
just plug your fax machine into your IP telephony system, you will be                 
disappointed. Fax imposes special demands on VoIP networks because the standards 
used for fax transmission are designed to exploit features of switched circuits that do not 
fit within the parameters of most VoIP equipment. 
 

 
 
A fax terminal works by scanning the source image and converting it into a stream of 
pixels that are transmitted to the remote terminal  using  the  ITU  T.30  data  protocol. 
The T.30 Recommendation defines the procedures which are necessary for       document 
transmission between two facsimile terminals in the public switched telephone network. 
 
This protocol defines how the pixel data is compressed and how to attach additional 
meta-data to the transmission like the source terminal number, resolution, number of 
pages etc.  T.30   is   an    interactive   protocol that is composed of commands   and             
responses that allow the terminals to negotiate capabilities at run time.  
 
T.30 is transmitted over a switched circuit voice line by converting the bitstream into 
modulated tones. This is the familiar warbling that you hear when you accidentally pick 
up on a fax call. But these tones are merely the modulation technique used to transmit 
the T.30 data over a fixed bandwidth communications channel. The actual payload is the 
underlying T.30 fax commands        transmitted at baud rates between 300 and 33600 
baud - the tones themselves are not really important. In this regard, a fax machine is 
exactly the same as a data modem, except that T.30 defines the higher protocol layers 
rather than just providing a raw bit stream like a data modem. 
 
T.30 tone modulation is designed to work over a circuit switched voice connection, which 
these days is usually a 64 kbps voice channel sampled 8000 times a second. This 
approximates the previous generation analog phone technology that used a copper wire 
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pair with an approximate bandwidth of 3100 hz. These circuit switched connections have 
low (and constant) latency, no jitter, but may experience loss or dropouts.  
 
T.30 modulation is designed for this environment - it exploits the full bandwidth of the 
circuit switched connection (well, as far as the modulation technology of the era allowed) 
and the T.30 protocol implements error detection and error correction, to solve the drop-
out and signal noise problems.
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Fax over IP 
Given all of this, it might seem that T.30 could be used over G.711 VoIP connections, 
because these are intended to emulate analog copper wire circuit connections just like a 
BRI. After all, fax is just audio tones and G.711 is (by definition) the same audio 
modulation used on PSTN for BRI or PRI lines.  
 
Unfortunately VoIP connections are not sufficiently robust for modem use. Standard VoIP 
Codecs, such as G.711, were designed for voice conversations. They allow for a certain 
amount of latency and packet loss, which is acceptable in a voice conversation but cannot 
convey the modem signals necessary for reliable fax transmission accurately. Even when 
high bit rate codecs are used, VoIP connections suffer dropouts and timing adjustments, 
which modems cannot tolerate.  
 
¢ƘŜ ŎƛǊŎǳƛǘ ǎǿƛǘŎƘŜŘ ƴŜǘǿƻǊƪǎ ŦƻǊ ǿƘƛŎƘ ¢Φол ǿŀǎ ŘŜǎƛƎƴŜŘ ŘƻƴΩǘ ƘŀǾŜ ƧƛǘǘŜǊΣ ŀƴŘ ǘƘŜ 
modulation techniques and protocols specified by T.30 contain no provision for dealing 
with it. Facsimile cannot tolerate even small amounts of latency or any packet loss, 
making standard VoIP Codecs unacceptable for reliable faxing. 
 

ITU T.38 IP Fax  
The standard for real-ǘƛƳŜ Lt CŀȄ ά¢ΦоуΥ tǊƻŎŜŘǳǊŜǎ ŦƻǊ wŜŀƭ-Time Group 3 Facsimile 
Communication Over IP Networks" defines the procedures to be applied to allow Group 3 
facsimile transmission between terminals,  where  a portion  of  the transmission path 
between terminals includes, besides the PSTN or ISDN, an IP network such as the 
Internet." 
 
T.38 Fax Gateways deal with the delays, timing jitter and packet loss experienced in 
packet networks and isolate the PSTN Fax terminals from these as far as possible. And by 
sending fax as image data, rather than digitised audio, they reduce the bandwidth 
required on the IP network. 
 
With T.38, faxes are sent and received in real time, as with regular PSTN fax calls. It 
provides users with the satisfaction of instant fax delivery notifications. Faxes sent with 
T.38 are considered legally binding documents. They meet all of the requirements of the 
T.30 protocol, the standard for fax calls over the PSTN. T.30 is the T.38 packet interpreter 
in fax-session handshaking and image conversion from PSTN to IP connections. 
T.38 should not be confused with the similar-sounding T.37 which uses a totally different 
approach. Where T.38 is intended for real-time fax transmission using an encapsulated 
¢Φол Řŀǘŀ ǎǘǊŜŀƳΣ ¢Φот ƛǎ ƛƴǘŜƴŘŜŘ ŦƻǊ άǎǘƻǊŜ ŀƴŘ ŦƻǊǿŀǊŘέ ŀǇǇƭƛŎŀǘƛƻƴǎΦ Lǘ ǊŜǉǳƛǊŜǎ ǘƘŜ ŦŀȄ 
data to be converted into TIFF format and then encoded using base64 into a text message 
and then transmitted using SMTP. 
 
Figure 1 shows the architectural framework of the T.38 recommendation. A traditional 
Group 3 facsimile terminal is connected to a gateway, emitting a facsimile through an IP 
network to a receiving gateway. The receiving gateway makes a PSTN call to the receiving 
Group 3 facsimile equipment on the other side of the network. Once the PSTN calls are 
established on both ends, the two Group 3 terminals are virtually linked. The terminals 
establish the T.30 session and negotiate capabilities for fax functions like positive page 
confirmation and minimal call elongation. Another scenario, defined in the T.38 
recommendation, is a connection on one or both ends of the transmission to a fax-
enabled device like a PC, which is directly connected to an IP network. 
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When fax is transmitted over IP networks the data is assembled by a packet 
assembler/disassembler (PAD) into individual packets of data, involving a process of 
segmentation or subdivision of larger sets of data as specified by the native protocol of 
the sending device. Each packet has a unique identifier that makes it independent and has 
its own destination address. Because the packet is unique and independent, it can 
traverse the network in a stream of packets and use different routes. This fact has some 
implications for fax transmissions that use data packets rather than using an analog signal 
over a circuit-switched network. 
 
Individual packets that are part of the same data transmission may follow different 
physical paths of varying lengths. They can also experience varying levels of propagation 
delay (latency) and delay that is caused by being held in packet buffers awaiting the   
availability  of  a  subsequent circuit. The packets can also arrive in an order different from 
the order in which they entered the network. The destination node of the network uses 
the identifiers and addresses in the packet sequencing information to reassemble the 
packets into the correct sequence. 
 
In the T.38 architecture, fax signals are demodulated at the voice/ fax gateway and sent 
over the IP network as IP fax packets using either TCP or UDP, depending on the service 
environment. At the other end of the IP network, the remote gateway decodes IP fax 
packets and regenerates fax signals. Modulation methods that can be used with the T.38 
format are V.21 Channel 2, V.27ter 2400, V.27ter 4800, V.29 7200, V.29 9600, V.17 7200, 
V.17 9600, V.17 12000, V.17 14400 and V.34 33600. 

 

The Basics of T.38 IP Fax 
 

IP Fax utilises a gateway to access the PSTN. The gateway can be used for data, voice and 
fax or just fax. Typically gateways are standalone appliances although they can also be 
integrated into a PBX or router. Gateways provide a PSTN connection that communicates 
with T.30 fax machines over the PSTN and an IP interface that provides bi-directional 
conversion between T.30 signals/data and equivalent T.38 packets. 
 
 
 
 
 
 
 
 
 

IAF 

G3FE 
T.38 Gateway 

Fax Signals 

IP Network 

T.30 
T.30 (over IP) 

T.38 Gateway 
G3FE 

Fax Signals 

Figure 1. The T.38 system comprises Group 3 fax equipment (G3FE) devices, Internet-aware facsimile (IAF) devices 

and T.38 gateways. 
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The IP Fax Server (above) is connected to the IP network and transmits the T.30 protocol 
and fax image data using T.38 packets over the IP network to the receiving gateway. The 
receiving T.38 gateway, in turn, translates the T.38 packets into T.30 protocol signals 
which are transferred to the receiving fax machine using modem modulation. The 
receiving fax machine has a T.30 protocol engine that communicates with the T.30 
protocol engine in the Fax Server through the gateway. 
 
The IP Gateway requires a protocol engine which understands much of the T.30 fax 
protocol. It must track the sequence of events in various ways to provide reliable timing 
tolerant communication between a traditional PSTN fax terminal and another T.38 entity 
somewhere on the Internet (which might be another gateway). Data buffering and 
protocol spoofing are used to maximise the network delay and jitter tolerance of the 
gateways. Error correction and mitigation mechanisms are used to minimise the effects of 
packet loss. Spoofing in T.38 gateways takes several forms, modifying the T.30 commands 
and responses to prevent network delays causing communication to timeout and fail. 
For example: 
 ω        bƻƴ-ECM image lines are padded when image data arrives late 
 ω        aŜǎǎŀƎŜ ǊŜǘǊŀƴǎƳƛǎǎƛƻƴ Ƴŀȅ ōe forced to avoid fatal timeouts 
 
These tricks render the use of T.38 largely transparent to the PSTN fax terminal. Although 
they may slow the fax transmission a little, they increase reliability. 
 
SIP and H.323 call control is used for establishing and managing fax calls over the IP 
network. 
 
The originating device in the diagram below, the Fax Server, uses the T.30 protocol to 
negotiate the connection and performs the image conversion. The gateway simply passes 
the fax between a PSTN and IP connection.  
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In the above example, MESSAGEmanager sends a fax to a fax machine connected to the 
PSTN with phone number 408-370-1171. MESSAGEmanager has an Ethernet cable that 
connects it to the local area network (LAN). The IP Gateway is connected to the LAN via 
Ethernet and also has an analog or ISDN telephony interface to the PSTN.  
 
MESSAGEmanager makes a call to the IP Gateway, which then places an outbound call 
over the ISDN line to the remote fax device at 408-370-1171. The fax communication 
between MESSAGEmanager and the remote fax machine is T.30 from end-to-end. On the 
IP network side, the T.30 protocol is in T.38 packets; on the PSTN side, the T.30 protocol is 
analog or digital signals. The IP Gateway converts the T.38 packets on the IP network side 
to analog or digital signals, which are then passed across the PSTN to the remote fax 
device. This process works in reverse when receiving a fax from a traditional fax device. 
 
Call Routing 
²ƛǘƘƛƴ ŀ {Lt ƴŜǘǿƻǊƪ ŀƴ άƛƴŦǊŀǎǘǊǳŎǘǳǊŜέ ǇǊƻȄȅ ǎŜǊǾŜǊ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŎƻƴǘǊƻƭ Ŏŀƭƭ ǊƻǳǘƛƴƎ 
to multiple servers and gateways. The proxy server also performs functions such as 
registration, authentication, authorization, network access control and network security. 
In an H.323 network, calls to gateways and servers are routed via a Gatekeeper. 
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MESSAGEmanager T.38 IP FAX   
 

With MESSAGEmanager, one IP Fax Server can provide fax services for multiple 
departments, branches and organisations.  
 
MESSAGEmanager eliminates the need for Fax Servers in every location substituting 
inexpensive Gateways which connect to the PSTN. This solution saves on Telco costs by 
routing messages over the network to the PSTN via the nearest T.38 Fax Gateway. 
Aside from the obvious savings from shifting fax traffic to IP networks (savings of up to 
40% have been reported), costs can be reduced further by the elimination of dedicated 
fax lines and specialised fax equipment, maintenance and supplies.   

 

 
 

T.30 Engine 
 

T.30 remains at the heart of fax connection and session management for both real-time 
over the PSTN and over IP. Even calls between two T.38 endpoint devices require a good 
T.30 implementation. 
 
A critical issue often not widely recognized with PSTN-based faxing is that many of the fax 
machines currently in use around the world do not closely adhere to the T.30 
specification, particularly during negotiations and training. This can lead to dropped calls 
and missed faxes. 
 
A robust and forgiving T.30 protocol engine is required to compensate for errors that may 
occur during the negotiation and training phase of T.30. The more forgiving the T.30 
protocol engine, the greater the ability to connect to a much higher percentage of fax 
machines that do not handle network or protocol problems very well. 
 








